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It seems like every day there’s another article about 
IoT, big data analytics, and cloud architectures—and 
their unlimited potential for companies trying to gain a 
competitive edge in this digital world. If your business 
is in the midst of a digital transformation (and chances 
are, it is), you’re probably already enjoying some 
the benefits of the public cloud: economies of scale, 
preconfigured solutions that can be spun up with a few 
clicks, utility billing, and more. What you may not have 
heard, however, is how the shared security model of the 
public cloud affects your security responsibilities—and 
how it can be used to your advantage in these multi-
cloud environments.

1   https://f5.com/labs/articles/threat-intelligence/cyber-security/lessons-learned-
from-a-decade-of-data-breaches

2 https://www.theregister.co.uk/2017/10/10/accenture_amazon_aws_s3/

53%
ACCORDING TO F5 LABS RESEARCH, 53% OF DATA 
BREACHES TARGET THE APPLICATION LAYER.¹

INTRODUCTION

While cloud providers typically do an excellent job of 
managing the security of their physical data centers, 
infrastructure, and systems that you rent, they can’t do 
much about the things you develop, deploy, or put in the 
cloud: your applications, services, and data. According 
to F5 Labs research, 53 percent of data breaches initially 
target the application layer.¹ This is an important fact 
given that anyone with a credit card can start using 
cloud services to store or manage data—whether they 
understand the security implications or not.² 

No matter how you slice it, security in the cloud is as 
important as security in traditional data centers. The 

Stop me if you’ve heard this one before: Businesses of all sizes are 
undergoing a digital transformation, moving applications and services 
to the cloud in an effort to boost productivity and speed innovation. 

complex nature of these environments, as well as the 
unique architectures and varied security controls in the 
cloud, all require that you take a measured approach to 
protecting your cloud-based assets. The good news is 
that proactive security in the cloud can actually help you 
optimize your business processes and have a positive 
impact on your bottom line. And there are a wide range 
of security solutions providers with offerings in the cloud 
that allow you to speed your development processes 
while continuing to provide the security and services your 
customers expect.

https://f5.com/labs/articles/threat-intelligence/cyber-security/lessons-learned-from-a-decade-of-data-breaches
https://f5.com/labs/articles/threat-intelligence/cyber-security/lessons-learned-from-a-decade-of-data-breaches
https://www.theregister.co.uk/2017/10/10/accenture_amazon_aws_s3/
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CLOUD SECURITY SOLUTIONS CAN   
PAY FOR THEMSELVES

Cloud provider networks are well mapped and 
documented, which means that bots and automated 
scanners make up a significant portion of traffic for 
applications in the cloud. When you’re billed on a utility 
basis, you incur real, quantifiable costs every time a bot 
makes a request of any resource associated with your 

cloud account. You are likely already paying hefty 
bills resulting from non-customer traffic. However, by 
deploying good security tools, such as Application 
Delivery Controllers (ADCs) and web application firewalls 
(WAFs) in front of your cloud-based apps, you can not 
only protect those applications, but also filter unwanted 

traffic and reduce the resources allocated to servicing 
bots and scanners. In contrast to a lot of traditional 
on-premises security deployments, using an ADC or 
WAF in the cloud can deliver measurable return on your 
investment, all while helping ensure that your services 
stay available and secure. 

A WAF OR AN ADC CAN 
ELIMINATE UNWANTED TRAFFIC, 
DRIVING DOWN THE COST OF 
YOUR CLOUD RESOURCES.

BOTS ARE COSTING YOU MONEY. 
UP TO 40% OF TRAFFIC CAN BE 
UNWANTED BOTS, MALWARE, 
SCANNERS, ETC. 

A WAF CAN REDUCE CLOUD COSTS
Deploying a WAF in front of your cloud-based app can protect 
your apps, and save money by filtering out costly unwanted 
traffic, essentially returning the cost of the WAF investment.
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WITH ACCURATE INTELLGENCE, YOU’RE BETTER 
EQUIPPED TO MAKE CUSTOMER-CENTRIC 
DECISIONS THAT CAN CUT COSTS, AND STILL 
SERVICE YOUR LEGITIMATE CUSTOMERS.

DON’T MAKE BUSINESS DECISIONS 
IN THE DARK

With an effective WAF, you can reduce malicious traffic,  
serve only your real and potential customers–and get the  
data-driven insights your business requires.
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CLOUD SECURITY SOLUTIONS CAN   
BOOST BUSINESS INTELLIGENCE

Security tools can also better inform and enable business 
intelligence. A good WAF or ADC can make it easier to 
analyze traffic patterns and data to and from your cloud-
based web apps. With that intelligence in hand, you’re 
better equipped to make resource management decisions 
that can cut costs while ensuring that you’re still servicing 
your legitimate customers.

Availability is a core tenet of application security, 
because, after all, if your app isn’t available to your 
customers, there’s nothing to secure. Leveraging 
ADC technology in the cloud can not only ensure high 
availability, but can also help you simplify increasingly 
complex architectures, and make the most of a strong 
multi-cloud strategy. The right partner can provide both 

ADC and security services consistently and seamlessly 
across public and private clouds—and deliver the right 
traffic management and optimization in the most cost-
effective way.
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While security should be on everyone’s mind, 
application owners and developers don’t always 
need to know the details of WAF policies, layer 
7 DDoS mitigation strategies, or web fraud 
protections. They just need to be assured of the 
confidentiality, integrity, and availability of the data 
behind their apps. Just as it is often easier and 
more efficient to use pre-built code libraries and 
third-party toolchains, it can also make quite a lot of 
development sense to leverage advanced security 
services and solutions to offset development time 
and effort. With that in mind, effective and sensible 
security policy can readily be inherited from and 
managed by the people who understand it best—
the security pros.

However, for security to be a business enabler, 
it has to be easy and trustworthy. And it has to 
be integrated into development processes in the 
same ways that developers work. A sensible policy 
that doesn’t overburden app owners will meet 
less resistance from developer teams that need 
to move quickly. That’s key because if the policy 
hampers development instead of enabling it, dev 
teams might just pull out a credit card and spin up 
the app in the public cloud themselves. Sometimes 

that’s tempting when you are trying to track toward 
aggressive timelines and the need for competitive 
flexibility.

REAP THE BENEFITS OF 
DEVELOPMENT-FRIENDLY SECURITY

50%
SHADOW IT CURRENTLY COMPRISES UP TO 50% 
OF SPENDING AT LARGE ORGANIZATIONS.³

It’s also important to enable app owners and 
developers to interact with security and ADC 
solutions in a way that they’re used to: APIs, 
templates, and infrastructure as code. Make sure 
that the solutions you deploy in the cloud have 
proper REST API support so that you can foster 
the programmatic agility that app owners and 
DevOps teams want and need—their collaboration 
and support is vital to the success of any strategic 
security program.

A SENSIBLE SECURITY POLICY THAT 
DOESN’T OVERBURDEN APP OWNERS 
WILL MEET LESS RESISTANCE FROM 
DEVELOPER TEAMS THAT NEED TO 
MOVE QUICKLY.

3   https://www.cio.com/article/3188726/it-industry/how-to-eliminate-enter-
prise-shadow-it.html

https://www.recode.net/2017/5/31/15720396/internet-traffic-bots-surpass-human-2016-mary-meeker-code-conference
https://www.cio.com/article/3188726/it-industry/how-to-eliminate-enterprise-shadow-it.html
https://www.cio.com/article/3188726/it-industry/how-to-eliminate-enterprise-shadow-it.html
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RAPID DEVELOPMENT CYCLES REQUIRE  
POWERFUL SECURITY TOOLS

Even with security policies in place, protecting your 
web apps is difficult, costly, and time-consuming. 
Risk areas such as cross-site scripting and SQL 
injection are well understood, but remain fairly 
ubiquitous due to the difficulty of building defenses 
against them with every app shipped. In addition, the 
expertise required to ensure secure coding practices 
and comprehensive risk protection is becoming 
harder to come by for development teams. According 
to the 2017 WhiteHat Security Application Security 
Report, most applications have three or more 
vulnerabilities, with almost 50 percent of them being 
critical—that means increased risk of data loss, theft, 
or denial of service if not remediated immediately.⁴

Although app protection hasn’t gotten easier, tools 
such as cloud-based WAFs can help. Development 
teams can leverage the capabilities of a powerful 
WAF to address OWASP Top 10 risk areas, mitigate 
layer 7 DoS attacks, detect and manage bot activity, 
and foil zero-day attacks—all outside of and 
without interruption to normal development cycles. 
Behavioral analysis can also be extremely effective in 
identifying patterns and managing traffic to and from 
your cloud-based web applications. And while these 
capabilities can be difficult to build and manage on 
your own, a reputable security solutions provider will 
make the implementation of these services simple 
and effective.

Finally, with 81 percent of hacking-related breaches 
taking advantage of stolen or weak passwords, 
managing identity should be a cornerstone of any 
application security policy.⁵ By using federated 
identity/single sign-on, you can relieve your 
development team of the burden of coding, auditing, 
and maintaining authentication infrastructure, while 
making things easier for your users who really 
don’t want to manage yet another username and 
password—no matter how cool your app may be.

4   https://info.whitehatsec.com/rs/675-YBI-674/images/WHS%202017%20
Application%20Security%20Report%20FINAL.pdf

5   http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017/

MOST APPLICATIONS HAVE THREE OR 
MORE VULNERABILITIES.⁴

3

A CLOUD-BASED WAF CAN HELP 
DEV TEAMS LEVERAGE POWERFUL 
SECURITY TOOLS—OUTSIDE OF, 
AND WITHOUT INTERRUPTING, 
NORMAL DEVELOPMENT CYCLES.

https://info.whitehatsec.com/rs/675-YBI-674/images/WHS%202017%20Application%20Security%20Report%20FINAL.pdf
https://info.whitehatsec.com/rs/675-YBI-674/images/WHS%202017%20Application%20Security%20Report%20FINAL.pdf
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017/
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Cloud providers are actively competing for customers 
by introducing more and varied utility services and 
tools for development teams to choose from. When one 
provider offers inexpensive long-term archival storage 
while another introduces an enhanced video streaming 
experience, it can make sense for a given application to 
leverage offerings in different clouds. Portable security 
policies allow you more flexibility to move infrastructures 
between different cloud providers to get access to 
the features you want, while taking advantage of cost 
savings. An advanced, portable ADC can enable the 
fluid load distribution and management required to 
benefit from  these increasingly common multi-cloud 
deployment scenarios.

Remember, cloud providers design their fabrics to meet 
the needs of the greatest possible number of customers, 
which means that architecture and processes are not always 
optimal for your specific needs. It’s up to you to optimize any 
given cloud for your business—and that’s where a trusted 
third-party solution provider can help.

To deploy any application—with consistent security—
in any environment, you will need to ensure that your 
security solutions are multi-cloud ready, and are highly 
programmable and API driven. By leveraging the expertise 
of a third-party partner, you’ll gain the portability and utility 
of having consistent security services across all applications, 
without having to manage proprietary tools that are unique 
to each cloud environment.

INCREASE CLOUD AGILITY WITH  
A TRUSTED PARTNER
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SENSIBLE SOLUTIONS FOR  
MULTI-CLOUD SECURITY PROGRAMS

In a 2016 survey, nearly three-quarters of tech CFOs said that cloud computing would have the most 
measurable impact on their business in the future.⁶ To help your business reap the biggest rewards from 
the cloud, you’ll need a strategy to control access and identity, keep your critical services available, and 
manage vulnerabilities in the parts of the cloud infrastructure that are under your control.

Boosting security in the cloud will only become more critical. By 2021, cybercrime could cost businesses six 
trillion dollars annually, representing the greatest transfer of economic wealth in history, illicit or otherwise.⁷ 
Most people don’t expect to become the victim of a hacking breach; as the French 17th-century nobleman 
and author François de la Rochefoucauld notably quipped, “Those who are incapable of committing great 
crimes do not easily suspect others of them.”⁸ So even though you might not suspect anyone of targeting 
you, attackers are all too ready to exploit the trusting nature of business and app owners—and sadly all too 
many end up in the crosshairs. 

The right tools can not only help reduce costs, but can also provide the right level of protection for the 
smooth operation and success of any cloud-based app. Don’t fall victim to a false sense of security—choose 
a proactive approach to protecting your applications in the wilds of the multi-cloud world.

For more information about application protection, visit f5.com/security.

⁶ https://www.bdo.com/getattachment/022227f4-aa2e-4a8b-9739-b0ad6b855415/attachment.aspx?2017-Technology-Outlook-Report_2-17.p
⁷ https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
⁸ https://books.google.com/books?id=D5B2BelDhOQC&printsec=frontcover#v=onepage&q&f=false

BY 2021, CYBERCRIME COULD COST BUSINESSES  
SIX TRILLION DOLLARS ANNUALLY.6

$6 TRILLION

http://f5.com/security
https://www.bdo.com/getattachment/022227f4-aa2e-4a8b-9739-b0ad6b855415/attachment.aspx?2017-Technology-Outlook-Report_2-17.p
https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
https://books.google.com/books?id=D5B2BelDhOQC&printsec=frontcover#v=onepage&q&f=false


Always-on, always-connected apps can help power and transform your business–
but they can also act as gateways to data beyond the protections of your firewalls. 
With most attacks happening at the app level, protecting the capabilities that drive 

your business means protecting the apps that make them happen.

Learn more about application security at the AppProtectLibrary.

THINK APP SECURITY FIRST
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